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Mobile — CyanogenMod —
Privacy and security related settings
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Mobile — CyanogenMod —
Privacy and security related settings –
Encrypting the data partition
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Encrypting the data partition

Data encryption

CyanogenMod allows you to encrypt the data partition, where all
your downloaded apps, data and configuration information is
stored, asking you for a password each time the device boots.

I NOTE 1: using an encrypted data partition will make your
device slightly but noticably slower, both at boot and in use

I NOTE 2: encrypting the data partition no longer allows you
to use the ClockworkMod Recovery menu to create a backup
of your image, because it’s not able to mount an encrypted
partition

I NOTE 3: the encryption of your data partition can not be
undone;
you’ll have to reset your system, and install a fresh image or
restore from a backup
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Encrypting the data partition

Encrypting I
I after you are absolutely sure you have a

working and restorable backup of the
current image

I make sure the device is fully charged and
plugged into a power supply

I or you will not be able to start the
encryption

I WARNING: interrupting the encryption
process for whatever reason will probably
leave you with a corrupted or incomplete
data partition

I go to ‘Settings’ → ‘Personal/Security’

I select ‘Encrypt phone’ in the ‘Encryption’
section
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Encrypting the data partition

Encrypting II

I read the warning and press ‘Encrypt phone’
I enter the passcode (PIN) you’re using to unlock the screen
I enter the password you want to use to access the encrypted data

partition, twice
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